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ABSTRACT
Expert systems are a rapidly developing area of research. A sub-area of artificial
intelligence, the success of expert systems depends heavily on an expert of a particular
subject matter and that expert's ability to make analytical inferences based upon the human
capacity to reason and deduce. Because the broad and ultimate goal of artificial intelligence
is to develop computers capable of emulating human behavioral and psychoanalytical
patterns, there is much to discover about the learning component of a computer. This thesis
focuses on the development and the complexity of expert systems. Included, is a brief history
of expert systems, a look at the components of an expert system, and an approach as to the
design and analysis of expert systems. Finally, the thesis ends with a look at the ethical
issues concerning the use of expert systems based on case studies that were consulted prior
to and during my research.
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CHAPTER I
BACKGROUND OF THE STUDY
Introduction
Artificial intelligence concerns itself with devising ways of programming a computer
to act intelligently. A fundamentally intelligent activity is decision making. The ability to
analyze a situation, determine possible responses and, from those responses, choose the most
appropriate shows a degree of intelligence. When this capability is demonstrated by use of
a computer program, that computer program exemplifies an expert system.
As with any aspect of computer technology, there are ethical issues that surround
expert systems. Computer law has been somewhat slow in developing guidelines in computer
technology. In most instances, laws are made after an unethical act has been discovered
rather than making laws to prevent the misuse of technology. This paper will examine laws
associated with the misapplication of expert systems in particular.

Statement of the Problem
This paper examines the analysis and design of expert systems and the important
ethical question: as we get further into the new millennium how will we teach the ethics of
expert systems to our computer professionals and technological community?

CHAPTER II
INTRODUCTION TO EXPERT SYSTEMS
Important Definitions
An expert system should not be defined without defining the broader area that
contains it - artificial intelligence. Artificial intelligence is the branch of computer science
concerned with enabling computers to simulate such aspects ofhuman intelligence as speech
recognition, deduction, inference, creative response, the ability to learn from experience and
the ability to make inferences given incomplete information. 1 Artificial intelligence can be
split into many areas. Among the most important are: automatic proof of theorems,
intelligent games, natural language processing, robotics, artificial vision and expert systems.2
Within this group, expert systems are application programs that make decisions or solve
problems in a particular field, such as finance or medicine, by using knowledge and
analytical rules defined by experts in the field .

Brief History of Expert Systems
The history of expert systems began in 1965. Prior to this, there were two areas of
intense interest in artificial intelligence, automatic proof of theorems and intelligent games.
In 1956 Herbert Gelenter built a program able to solve problems dealing with planar
geometry. This approach dealt with automatic theorem proving and was a simple approach

"Artifi cial Intelligence," The Microsoft Press Computer Dictionary, 3rd ed., CD-ROM (Redmond:
Microsoft Press, 1997).
2 Castillo, E. and E. Alvarez, Expert Systems: Uncertainty and Leaming (Southhampton : Computational
Mechanics Publications, 1991) 12.
1
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since the mathematical rules used in the programs algorithm were completely static. It wasn't
until 1965 that the initial stage of expert systems development began. Two developments in
particular are products of this initial stage; DENDRAL and MACSYMA.
The DENDRAL program was developed by Edward Feigenbaum to solve problems
in molecular chemical structure based on mass spectrometry. Initially, the algorithm used
methods similar to previous approaches. However, the need for chemists to handle new
information forced the authors of the system to combine the old scheme with a new
knowledge representation system based on the rules. The DENDRAL program was

I

I
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successful although it was limited to a particular type of chemical structure, and its
knowledge was clearly inferior to that of humans. Another important development in the
initial stage was the development of MACSYMA. MACSYMA is sometimes recognized as
one of the first expert systems. It is used to solve elemental problems of symbolic
integration. MACSYMA worked with symbolic information, both as input and output, and
was very powerful.
The second stage in expert systems history, which lasted from 1970 to 1980, is
known as the development and research stage. It is during this stage that most well known
expert systems were developed. MYCIN, one of the most well known expert systems in
medicine, was developed in the late 1970s. MYCIN is a computer system that diagnoses
bacterial infections of the blood, and prescribes suitable drug therapy. The goal for computer
programmers at the time was to capture the expertise of a human expert in a computer.
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Although the immediate goal of MYCIN expert system revolves around infectious disease
diagnostics, the ultimate aim of every expert system is the substitution of the human expert
and to surpass his or her performance. The knowledge contained within MYCIN is based on
inference rules; IF-statements that execute if a certain parameter or instance is satisfied. Also
there is a probabilistic element that allows MYCIN to reach plausible conclusions from
uncertain evidence. This is very significant because good expert systems are capable of
making the right decision even when some of the evidence is incomplete or incorrect. Thus,
good expert systems have methods for combining fragmentary and possibly inaccurate
information to derive a good estimate of the truth - whether based on probabilities, 'fuzzy
logic', certainty factors or some other calculus of likelihood. A second breakthrough
capability ofMYCIN was its ability to explain its reasoning process. MYCIN could clearly
explain the inferences and associate probabilities that allowed it to come to any particular
decision. But most importantly, MYCIN was quite effective and efficient in that it took a job
and quickly established expertise that would, under normal circumstances, take humans years
to develop an expertise in. And the system did not have to worry about space requirements
or unfortunate incidents caused by human err.
There were many other expert systems that evolved during the research and
development stage due to the success with MYCIN. The development of PROSPECTOR,
designed to provide consultation for geologists in the early stages of investigating a site for
ore-grade deposits, was stimulated by MYCIN. From PROSPECTOR the Knowledge
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Acquisition System (KAS) was derived and later used to develop the HYDRO expert system
which was used to estimate parameters of hydrographical zones based on geological and
morphological data. Also developed was the system HEARSAY II, created to demonstrate
the feasibility of a speech-understanding system. Another system from this period was
MOLGEN, developed to aid biologists in molecular genetics design. CASNET was a
program written in 1971 for the diagnoses of glaucoma. INTERNIST, an internal medicine
expert system, was developed at Pittsburgh University. It boasted being able to diagnose 500
different diseases based on symptoms and other data.
The final and present stage of expert systems is the industrialization stage. Since the
1980s, a large number of enterprises involved in high technology carry out research in the
field of artificial intelligence, dealing with both development and commercialization of
expert systems.

Chapter III
ANALYSIS OF AN EXPERT SYSTEM

Reasons to Develop Expert Systems
What fosters the need to develop expert systems? The answers are obvious and many.
First, life expectancy is one of the most important factors. If a human expert dies without
sharing his or her expertise, there is no certainty that someone else will recognize or be able
to advance the idea. Also, humans have resource constraints that put them at a clear
disadvantage compared to computer systems. In addition to this, other aims of expert systems
improve the quality of human expert knowledge, increase the number of experts and make
existing knowledge more accessible to people, and using expert systems lowers the cost of
knowledge. In general, the use of expert systems is especially recommended when the
following conditions hold: 1) human experts are hard to find; 2) human experts are
expensive; 3) knowledge improvement is needed; 4) knowledge is difficult to acquire and
is based on rules that can only be learned through experience; 5) available information is
poor, partial, incomplete or when problems are incompletely defined; 6) when there is a lack
of knowledge among all those who need it; and 7) when the problem is subject to rapidly
changing legal rules and codes. 3

Expert System Suitability Factors
And just what factors determine an application's suitability for an expert systems

3

Castillo. Expert Systems: Uncertainty and Leaming 18.
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approach? One reference suggests that there are 9 factors that determine if an application is
suitable for an expert system approach. Among these nine factors are narrowness of the
domain, complexity of the problem, nature of the problem, nature of the experts, training,
speed of the solution, sensitivity of the problem, and written material. 4 The problem should
be well-bounded, and the boundaries, within which data relevant to the solution can be
found, well defined. The problem should not be too complex or involve a great deal of
common sense reasoning. The problem should be primarily cognitive in nature . Problems
requiring sensory input are not appropriate. Except in a very small number of cases, at least
one expert in the domain is necessary. The expert should be able to articulate his or her
knowledge and be available and willing to cooperate in the project. Established professional
domains are more likely suitable for an expert system than are domains such as artistic
design, in which new entrants to the field often rapidly achieve performance rivaling that of
the established experts. Problems that must be solved in real-time involving large quantities
of data may involve insurmountable performance difficulties for an expert systems approach.
As technology advances, so will the ability to depend on the speed of solution as a factor.
Domains such as medicine, the law or personal finance can involve sensitive ethical and legal
issues. The use of an expert system in these domains, may not be appropriate. It is unwise
to attempt to build an expert system until conventional, algorithmic solutions are such that

4

John S. Edwards, Building Knowledge Based Systems (New York: Halsted Print 199 1) 38-39 .
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conventional solutions are likely to be less expensive to develop, and easier to maintain.

Components of an Expert System
As with any system, it is important to fully understand the major components that
make up an expert system's construction. There are ten major components that make up an
expert system. These components are the human component, the knowledge base, knowledge
acquisition subsystem, coherence control, the inference engine, the information acquisition
subsystem, the user interface, the action execution subsystem, the explanation subsystem,
and the learning subsystem. The purpose and function of these components are explained
below. 5

The Human Component
An expert system is usually the product of collaborative work of the subject-matter
human experts and the knowledge engineers, with the users in mind. The human experts
provide the knowledge base in the subject-matter area, and the knowledge engineers translate
this knowledge into a language that the expert system can understand. The collaboration of
the subject-matter specialists, the knowledge engineers, and the users is perhaps the most
important element in the development of an expert system. This step requires an enormous
amount of time and effort due to the different languages that the collaborating parties use and

5

Enrique Castillo, Expert Systems amd Probabalisic Netwrk Models (New York: Springer, 1997) 10-14.
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to the different experiences they have.

The Knowledge Base
The subject-matter specialists are responsible for providing the knowledge engineers
with an ordered and structured knowledge base and a well-defined and well explained set of
relationships. This structured way of thinking may require the human experts to rethink,
reorganize, and restructure the knowledge base, and as a result, the subject-matter specialists
may become even more expert in their own fields.
Knowledge can be either abstract or concrete. Abstract knowledge refers to
statements of general validity such as rules, probability distributions, etc. Concrete
knowledge refers to information related to a particular application. For example, in medical
diagnosis, the symptoms and diseases and relationships among them form the abstract
knowledge, whereas particular symptoms of a given patient form the concrete knowledge.
While abstract knowledge is permanent, concrete knowledge is ephemeral, it does not form
a permanent part of the system and is destroyed after its use. The abstract knowledge is
stored in the knowledge base, and the concrete knowledge is stored in the working memory.
All procedures of the different systems and subsystems that are of a transient character are
also stored in working memory.
A knowledge base is a form of database that contains the accumulated body of
knowledge of human specialists in a particular field. There are many possible ways of
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structuring the knowledge base to represent the expert knowledge about the domain. Among
these methods are rules (or production rules), frames, semantic nets, and objects. 6
The rules in the knowledge base are also sometimes referred to as production rules
or productions, in order to stress the point that the purpose of representing the knowledge in
an expert system is to be able to apply it. The typical rule structure is in the form of an
if...then statement. One of the weaknesses of the rule approach is that there is only a one way
relationship between the condition part and the conclusion part. This presents a problem in
trying to represent more complex relationships between the truth of any two statements. If,
for example, we had the two rules:

IF A THEN B and
IFBTHEN A,
any attempt to use these rules as the basis for inferences of any kind is in danger of leading
to circular reasoning.
A frame is a concept originally proposed by Mervin Minsky, which is able to
represent the attributes of a particular object or concepts in a more descriptive way than is
possible using rules. The frame typically consists of a number of slots, each of which may
contain a value (or may be left blank). The number and type of slots are chosen according
to the particular knowledge being represented. There are some basic advantages of frame
usage over production rules. One advantage of a frame is that different slots can contain

6

Larry Bielawski, Intelligent Systems Design (New York: Wiley, 1991) 26-36.
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various types of values. A second advantage is that some slots are required to have a value
in them. A third advantage is that the number of values in the slots many vary. The last
advantage is that a slot may contain a reference to another frame.
Another way to represent the knowledge about a domain is through the use of objects
that are relevant to that domain, together with their associated properties. The main
difference between objects and frames is that with an object oriented programming
environment the objects can be regarded as if they were able to act as independent entities.
Graphical interpretations are useful in interpreting certain types of information. This
is the underlying principle in using what is known as a semantic net. A semantic net is a
particular type of graph in which descriptions are applied not only to the nodes in the graph
but also to the lines joining them. In this graph the nodes represent concepts or objects and
the lines represent the relationship between the concepts. A semantic net is very similar to
an entity relationship approach.

Knowledge Acquisition Subsystem
The knowledge acquisition subsystem controls the flow of new knowledge from the
human experts to the knowledge base. It determines what new knowledge is needed or
whether the received knowledge is indeed new, whether or not it is included in the
knowledge base and if necessary, transmits the necessary information to the knowledge base.
Knowledge acquisition is the transfer and transformation of problem-solving expertise from

______,,,...,., ..,,,,,.....,...,..___________ _
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some knowledge source to a program. Knowledge acquisition 1s a bottleneck in the
construction of expert systems. The knowledge engineer's job is to act as a go-between to
help an expert build a system. Since the knowledge engineer has far less knowledge of the
domain than the expert communication problems impede the process oftransferring expertise
into a program. There are tools that aid in knowledge acquisition and representation. An
expert system shell is a software package intended to facilitate the building of knowledge
based systems by providing a build in knowledge representation schema and inference
engine (usually only one or each), leaving only the task of adding the domain knowledge.
Many companies have added their commercialized brand of expert system shells to the
consumer market for programmers. A nicely compiled list of commercial products and their
features can be found on the internet.

Coherence Control
The coherence control subsystem has appeared in expert systems only recently. It is,
however, an essential component of an expert system. This subsystem controls the
consistency of the knowledge base and prevents any incoherent knowledge from reaching
the knowledge base. In complex situations even an expert can give inconsistent statements.
Thus, without a coherence control subsystem, contradictory knowledge can creep into the
system, giving an unsatisfactory performance. It is also common, especially in systems with
uncertainty propagation mechanisms, to reach absurd and conflicting conclusions such as,

-

-

...... ..- _ ............
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for example, situations where the system produces probability values larger than one or
smaller than zero.

The Inference Engine
The inference engine is the heart of every expert system. The main purpose of this
component is to draw conclusions by applying the abstract knowledge to the concrete
knowledge. For example, in medical diagnosis the symptoms of a given patient (concrete
knowledge) are analyzed in the light of the symptoms of all diseases (abstract knowledge).

""
"

The conclusions drawn by the inference engine can be based on either deterministic
knowledge or probabilistic knowledge. As one might expect dealing with uncertain situations

:::
11'

"
"'

may be considerably more difficult than dealing with certain ones. In many cases some facts
are not known with absolute certainty.
The inference engine is the processing portion of an expert system. It matches input
propositions with facts and rules contained in the knowledge base, and then derives a
conclusion, on which the expert system then acts. There are two basic ways in which an
inference engine can operate known as backward chaining or forward chaining. At any point
during a run of the expert system, the inference engine must calculate which results should
be tried next. This consists of two actions; the first is changing the order of items on agenda,
the second is preparing the item at the top of the agenda.
A backward chaining system always has a top level goal being actioned at any time.

,__

--------- -

-

-

-
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This is typically an overall conclusion or recommendation, the truth of which is being
examined. So, in a backward chaining fault diagnosis expert systems would work through
the possible causes of the fault in turn, seeking to see if each cause is consistent with the
evidence and either stopping when it finds one which is, or finding all causes consistent with
the information given. The key question is always " are the conditions which prove this goal
satisfied?". In forward chaining, the fault diagnosis system would begin by obtaining
information about the symptoms of the fault, and make inferences based on this information
without any "pre-conceived ideas" as to which possible cause should be considered first. A
forward chaining inference engine proceeds by searching for a rule where the condition part
is true, given the current state of the knowledge base, and which has not already been used
to change the state of the knowledge base. The key question in forward chaining is always
"what can be concluded from the conditions which are satisfied?". In this type of inferring,
the system is always working forward from those conditions which are true to see what
further conclusions may be inferred.

The Information Acquisition Subsystem
If the initial knowledge is very limited and conclusions cannot be reached, the

inference engine utilizes the information acquisition subsystem in order to obtain the
required knowledge and resume the inference process until conclusions can be reached. In
some cases, the user can provide the require information. A user interface subsystem is

____ ,__ ...,.._,, ___ --- - - - -
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needed for this and other purposes. Also, any information provided by the user must be
checked for consistency before it is entered into the working memory.

User Interface
The user interface subsystem is the liaison between the expert system and the user.
Thus, in order for an expert system to be an effective tool, it must incorporate efficient
mechanisms to display and retrieve information in an easy way. Examples of information to
have displayed are the conclusions drawn by the inference engine, the reasons for such
conclusions, and an explanation for the actions taken by the expert system. On the other
hand, when no conclusion can be reached by the inference engine due, for example, to a lack
of information, the user interface provides a vehicle for obtaining the needed information
from the user. Another reason for the importance of the user interface component is that
users commonly evaluate expert (and other) systems based on the quality of the user
interface rather than on that of the expert system itself, although one should not judge a book
by its cover.
The consideration relevant to the human interface of an expert system is exactly the
same as those relevant to any other type of system. Two factors are worth stressing here.
First, the nature of the interaction between a user and an expert system is different from that
with many conventional systems, in such a way that it makes a good user interface even
more important. The other is that the human interface of many conventional systems is often

-

------

------ -
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barely acceptable. There are key factors that significantly influence the choice of interface.
These things are: 1) the degree of expertise for the perspective expert system user(s); 2) the
amount and nature of direct user interaction required; 3) the amount of textual explanations
required; 4) the importance of static or animated graphics; 5) the degree of menu-type
interaction necessary; 6) the amount of concurrent help facilities required during operation;
7) the appropriateness of windows, icons, and mouse style operation (Wimps); and 8) the
importance of making explicit the inference process and data being used.

Action Execution Subsystem
The action execution subsystem is the component that enables the expert system to
take action. These actions are based on the conclusions drawn by the inference engine. As
examples, an expert system designed to analyze railway traffic can decide to delay or stop
some trains in order to optimize the overall traffic, or a system for controlling a nuclear
power plant can open or close certain valves, move bars, etc., to avoid an accident.
Explanations of these actions can be provided to the user by the explanation subsystem.

The Explanation Subsystem
The user may demand an explanation of the conclusions drawn or of the actions taken
by the expert system. Thus, an explanation subsystem is needed to explain the process
followed by the inference engine or by the action execution subsystem. In many domains of
applications, explanations of the conclusions are necessary due to the risks associated with
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the actions to be executed. For example, in the field of medical diagnosis, doctors are
ultimately responsible for the diagnoses made, regardless of the technical tools used to draw
the conclusions. In these situations, without an explanation subsystem, doctors may not be
able to explain the reasons for the diagnosis to their patients.

The Learning Subsystem
One of the main features of an expert system is the ability to learn. It is important to
differentiate between structural and parametric learning. By structural learning we refer to
some aspects related to the structure of knowledge. Thus, discovery of a new relevant
symptom for a given disease, or including a new rule in the knowledge base, are examples
of structural learning. By parametric learning we refer to estimating the parameters needed
to construct the knowledge base. So, estimation of frequencies or probabilities associated
with symptoms or diseases is an example of parametric learning. Another feature of expert
systems is their ability to gain experience based on available data. These data can be
collected by both experts and non-experts and can be used by the knowledge acquisition
subsystem and by the learning subsystem.
It can be seen from the above components that expert systems can perform various
tasks. These data can be collected by both experts and non-experts and can perform various
tasks . These tasks include, but are not limited to, the following:
•

Acquisition of knowledge and the verification of its coherence; hence
the expert system can help the human experts in giving coherent

18
knowledge.
•

Storing (memorizing) knowledge

•

Asking for new knowledge when needed.

•

Learning form the knowledge base and from the available data.

•

Making inference and reasoning in both deterministic and uncertain
situations.

•

Explaining conclusions reached or actions taken.

•

Communicating with human experts and nonexperts and with other
expert systems

The primary purpose of the learning system is to keep the knowledge base up-to-date.
It may also be used for constructing the knowledge base in the first place. The most

important point about the learning system is that it may not be a part of the computer system
,l

at all. The major practical success in machine learning so far is the technique of rule
induction. At least on expert is still required in order to define the attributes which are
relevant to the decision being made. Even the knowledge engineer may still be required to
help the expert produce appropriate attributes and examples. The rules for the knowledge
base are then induced on the basis of the training set. Other methods of machine learning
have been proposed and are the subject of research. This includes genetic algorithms, where
several versions of an algorithm or rule-set compete for survival.

Chapter IV
EXPERT SYSTEMS DESIGN

Expert Systems Development Methodology (ESDM)
The expert system development methodology presents a life cycle in which a
prototype evolves through five stages of development. Each stage contains five steps leading
to a prototype. A key point is that the expert system need not proceed through all five stages.
This ESDM recommends transition to a conventional software development methodology
when enough has been learned about the problem to write system requirements. However,
this ESDM has three major management decisions that should be answered:

•

Are expert system development technologies suitable for the problem?

•

Are the requirements sufficiently known for transition to a
conventional software development methodology? If the answer is
no, then the present stage or an earlier stage may be repeated or
ESDM may continue to a new stage

•

Are the risks too high to continue expert system development? If the
answer is yes and if the problem is not simply a wrong turn taken at
an earlier stage (in which case the earlier stage would need to be
repeated), the project should be aborted and a Project Termination
Report generated.

As mentioned before, ESDM has five prototype development increments or stages.
The first stage is a feasibility demonstration prototype. This first stage seeks to determine if
at least one key cognitive function of the expert can be modeled. A key cognitive function
is one that is central to the overall problem the expert solves. This stage prototype has at least
one, and possible only one, cognitive function. The second stage involves developing the

...
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research prototype. In this stage it is determined whether additional functions can be
modeled. The goal is to determine the extent to which the entire set of cognitive functions
of the expert can be modeled. This second stage prototypes a sufficient number of the
cognitive functions of the expert system to answer this question. Field prototyping is done
in stage three. This third stage ascertains the combinations of conventional and expert system
techniques needed to model all necessary cognitive functions. The goal is a prototype that
can be tested in a realistic setting. The prototype for this stage is functionally complete and
solves most of the required problems, and is reasonably robust although possibly lacking in
performance. Also, it may not handle all the situations that arise in realistic settings. The
fourth stage, where a production prototype is developed, asks whether the manual system can
be modeled in a way that is robust and efficient. The goal is to determine if it is possible to
achieve the desired scope of expertise and speed of operation. It may be necessary to refine
the design, recode, or transport the field prototype to a new host. The production prototype
solves nearly all required problems, is very robust and is easy to use. The operational
prototype, developed in the fifth and final stage, emulates the human expert. The goal is to
show by exhaustive analysis and evaluation that the risks and costs of deployment are
acceptable. The focus is now on the use, rather than the structure of the product.
Within each of the expert system development stages, five steps accomplish the work.
These steps are not necessarily performed in sequential order. This accounts for work that
moves from a later step to an earlier step as knowledge is acquired. These steps are highly
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iterative.
Step 1: Identify the Problem

Determine what knowledge is used by the expert to perform the cognitive
function to be modeled.

Step 2: Conceptualize the Solution

Acquire relations information flow constraints, and problem solving
strategies from the expert, organize these into concepts, and use them to
model cognitive functions.

Step 3: Formalize the Solution

Map these concepts to a formal representation. This representation may be
based on an already selected (mandated) implementation tool or language. If
not, this formal representation should be used to select the tool or language.

Step 4: Implement the Prototype

This task consists of expressing the already structured knowledge within the
framework of the selected tool.

Step 5: Test the Prototype

Validate the rules that embody knowledge; verify that the prototype
implements the design, and test for robustness, speed of execution, and
deployment risk.

CHAPTERV
ETHICAL ISSUES IN EXPERT SYSTEMS

Stated previously, as the use of expert systems becomes more commercialized, there
is a need to examine the ethical implications of expert systems in industry. For instance, if
the outcome of an expert system decision is faulty, it raises a serious legal question: who is
responsible for the bad outcome?7 Should the answer point to the expert, the knowledge
engineer, the professional that used the system, or all three? Below are a series of cases that
involve taking a look at ethics as it applies to expert systems.

Chemical Company Case Study
In the first case I will examine the ethical issues involving an expert system that helps
a chemical company determine where it should build its chemical burning refinery. Of course
there are many scientific questions about the type of chemical and environmental information
that can be associated with this type of expert system. What happens, however when the rules
or inference are given a prejudicial twist? For instance, if in the deciding factor of where this
refinery should be built there is a risk factor that includes the probability oflegal liability of
the company to the community, this risk factor may lead to unethical behavior.
This issues hits closer to home than might be expected. Since the ending of 1998,
Rhodia, a chemical company has been at odds with the Baton Rouge community over the
argument of whether they have the right to burn napalm in the community. Not to place
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blame on Rhodia, it is very possible that in choosing where they would bum this hazardous
substance they used a legal expert system that displayed lawsuits brought against chemical
companies. And if these lawsuits were studied, it is also possible that cases were arranged
by either the demographics of the party issuing the complaint or the socioeconomic status
associated with the area. If upper management Rhodia officials decided that Baton Rouge
was the best place to bum the napalm because statistically there is very little chance that
people in the area would sue the company or rally enough support from government officials
to have legal ramifications, their decision was an unethical one. If Rhodia targeted Baton
Rouge because there was statistical information showing that lawsuits that were filed in its
particular demographic could be settled outside of court or usually did not go to trial, their
decision was an unethical one.

Medical Malpractice Case Study
Unfortunately there are many cases where unethical industrial practices can be the
result of using expert systems technology. In the area of medicine, is it ethical for the doctor
to rely chiefly on the diagnosis by an expert system of a disease if the disease is fatal? It
doesn't seem fair that the life of a person should be determined by a machine that was
programmed by humans and is, thus possibly subjected to human err.
In the following case study, a man went to the doctor to be diagnosed. 8 The doctor
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asked the patient if it was okay to use an expert system to find out what type of disease the
patient had. With permission, the doctor put all of the patient's concrete information into the
expert system. When the computer returned with a diagnosis that determined the patient had
a rare fatal disease, Khanylitis, the patient sought a second opinion. The second doctor came
to the same conclusion using the same expert system; however, the doctor did not inform the
patient of the procedure used to determine the diagnosis. The second doctor informed the
patient that he only had six months to live. The man immediately began to change his
retirement plans and modify his lifestyle. When six months passed and the man was still .
alive but continued to have the same back pain, he returned to the second doctor. At this
appointment, an expert on back diseases was present to run tests on the patient. After many
tests and some more x-rays it was discovered that the patient did not have a rare disease but
a tumor that could be removed to stop the pain. While relief was the first instinct, the patient
eventually got angry and wanted to sue but he was not sure who to file a lawsuit against.
Of course there are questions that could be asked based upon the second doctor's
diagnosis of the patient. We know that the patient went to the second doctor to get an opinion
that was not manufactured by an expert system. The doctor, however, never informed the
patient of the methods used to determine his condition. The results of the second doctor
could definitely be a basis upon which the patient decides how the rest of his life will be
lived. Since the patient is under the impression that his condition is terminal, this decision
becomes exponentially more grave than under normal life planning circumstances. In this
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case I will asswne that the diagnosis from the medical expert system is incorrect. Here, the
issue is malpractice but to whom should a lawsuit be directed? Should it go against the
second doctor for not explaining the procedure used to diagnose the patient, or should it go
against the expert system that disseminated the faulty information? Should the expert or
group of experts used to build the computers subject matter knowledge be held responsible
or should the blame be directed at the knowledge engineer that translated the doctors'
expertise into machine language? These are all questions that should be considered, but the
determining factor really should be based on the laws that the state recognizes for technology
and misuse of technology.

Liability
In financial institutions there are already algorithms that help the institution decide
what ventures they will invest in. This data could easily be demographically manipulated.
In a settlement from a case a few months ago the federal government was charged with
denying loans to black farmers due to racial prejudice. Imagine the use of an automated loan
system that held information on each farmer who requested money. If monies were
appropriated based on information from this system that put heavier weight on the loan
application if the applicant was black, this was an unethical act.
Unfortunately, the rules are very lax against unethical crimes through the use of
computers. There are not many, if any, legal ramifications to unethical acts of this nature.
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The underlying concern with respect to ethics is does product liability apply to expert
systems? If one argues that expert systems are liable one must then determine whom in
particular is responsible for that misuse. From conception to deployment, an expert system
goes through many stages of development. Is it feasible to charge the expert system itself and
if so, under what circumstances? Unfortunately, although expert systems raise many ethical
and legal problems there are no simple solutions to any of these questions.
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CONCLUSION

Expert systems can and are used in every day applications. Whether the system has
a knowledge base in the domain of medicine, law, human recognition, mineral excavation,
or finance, the fundamental structure of an expert system remains unchanged. A combination
oflogic and statistical methods, expert systems can handle decisions that are based on rules,
and decisions that have a particular amount of uncertainty associated with them. When
thought out completely, expert systems can be effective and efficient solutions to everyday
business problems.
With respect to ethics, more legislation needs to be introduced to handle cases of
malpractice dealing with expert systems. Because legislation is so slow in coming, it is best
if individuals and companies conduct business in an ethical manner. It is good that most
computer science professional organizations have a specific code of ethics, but there needs
to be a standard course in technological curriculums that mandates the ethical education of
its students.
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